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Abstract-Existing software products undergo
transformations to adopt the latest technologiesin order
to remain relevant. It is challenging to keep track of the
currency feature behaviors of such an application under
transformation (AUT) and ensure it does not impact the
existing customer behaviour. In this paper, we report a
method implemented as a proof-of-concept prototype
called testFabric, an approach for posing a natural
language query to retrieve a test that can be executed on
AUT, to find out currency feature behavior. The
approach explains codeless automation of tests which is
used toretrieve (i) an appropriate fully executable test (ii)
test libraries to be sdlected, then sequenced into a fully
executable test. With the use of wit.ai (ML platform by
Facebook), it is found that the results are promising,
where a natural language query can retrieve an
executabletest.

Keywords : test retrieval, test selection, test sequence,
microservices, SaaS, query, codel ess automation, ML

INTRODUCTION

The need fora on-demand, reliable customer onboarding and
retention drives software companies to adopt newer
architecture by adopting technologies like microservices to
enable shorter time to market at scale. Microservice is
designed in a manner consistent with the single responsibility
principle [3].

For a microservice API, the signature [18] is published up
front. So, during technology transformation, it must be
ensured that the impact on existing scenarios is close to zero,
especially when the application under transformation (AUT)
is delivered via the cloud. This paper discusses an approach
called testFabric that addresses this problem.

OBJECTIVE

Copyrights @Muk Publications

To retrieve and Execute a Test in Response to a Given Query
Using an ML Platform. The purpose of this study isto build a
testFabric prototype and the structure of study isasfollows.
(i) Build atool for creating robust, reusable test libraries that
can be used in a plug-and-play manner. Develop codeless
engineering to assemble selected test libraries into a test. (ii)
Use the application-based domain-modeling approach [1] to
create feature keywords and tags to map functional behaviors
and their variants to tests and libraries. (iii) Enumerate the
possible ways a user can query for a scenario and build a
training and validation dataset. (iv) Use classification
agorithms to create a test suite of classified data models. (v)
Prototype testFabric with plug and play machine learning
platform to predict correct tests and test libraries to resolve
user queries that are written in natural language. Retrieve the
resulting tests for execution against the AUT for a given user
query. (vi) Perform primary and secondary evaluation and
assessment of results with respect to quantitative and
gualitative parameters. (vii) Discuss future work.

BACKGROUND

An existing monolithic software-as-a-service (SaaS) product
[10] that adopts a microservice architecture is considered in
thisstudy. Here, the functional behaviors of the workflows are
already known. With live customers on production, the
product mix, volume, pattern, usage, typica issues,
expectations, infrastructure, capacity, throughput, etc., are
known and baselined.

The tests are modularized in a way that enables continuous
integration,  verification, deployment and delivery
(Cl/CV/CD) [16], with the required coverage [14], using
combinatorial test design [15]. Once services have been
deployed, a set of functional tests are required to verify the
behavior of agiven function.

The existence of numerous services makes it challenging to
determine the intended behavior of a given system [2]. Is the
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behavior the same after the new changes?The testing and
investigation effort necessary for a feature to cover al of its
dependencies is exponential [4]. This is where ML can be
leveraged.

REVIEW OF LITERATURE

Microservices is the present-day approach for application
architecturewhere the application is developed as
components, where each component is a full, but a midget
application that is focused on realizing a single business task.
The task isimplemented end to end, application programming
interface, the database and may include user interface as well.
The services can mostly run independently, likewise
development can happen independently. On the similar lines,
the test automation can happen independently. One of the best
practices of developing a microservice API is to publish its
signature [18] firet, for the intended business task. Refer
Single responsibility principle[3]. Thishel psthe development
teams, both producing and consuming, to work independently.
This enables the automated tests to be developed in parallel as
the signature is usually agreed upfront between the
development teams. There are several frameworks like pact?,
which are used for writing contract tests [8], where the tests
arewritten for validating the metadata of the service. They are
primarily written by the consumer teams as white box tests
and are sometimes shipped with the code.

Once services are deployed, we need aset of functional teststo
verify the behaviour of the given function at hand. There are
various tools like rest-assured? etc., to write automated tests
for the services. There will be numerous services for a
product/platform. Hence it becomes very difficult to quantify
coverage, identify the missing coverage, assess if a test is
present for agiven functionality or to just run atest to find out
if the intended behaviour of the functionality on the given
system.

A great deal of work isalso being carried out on the testing of
microservices using Al. Work has been done on Al-based
XPath identification [11], screen matching [4], Ul element
matching [4], Ul label pattern matching [5], domain modeling
[9], change-based automatic test generation [13], spidering Al
for test generation and anomaly detection [7], Al-based code
synthesisand test generation [20], coverage-oriented Al-based
suites [17], etc. There are also some Al-based test generation
tools that can generate test methods based on given code.
However, to the authors’ knowledge, there has been no
previous research on the use of Al to retrieve and execute tests
in response to user queries expressed in natural language. In
this study, such an approach has been tested and validated on a
SaaS product [10].

CODELESSTEST FOR A MICROSERVICE ARCHITECTURE

Using Customized Uniform Resource Locators (CURLS) as
the Uniform Resource Identifiers (URIS) of the necessary
services, along with the required parameters and tokens, a test

1 https://docs.pact.io
2 http://rest-assured.io
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to be run on an application can be formulated to run with
corresponding test data.

A basic Ul was built to create a visual mechanism to facilitate
codeless automation and execution.The Ul presents three
options for creating a library: setup, action or validation.
Based on the results obtained with validation libraries, atestis
marked as either pass or fail.

Each library isnamed in accordance with predefined standards
to enable the identification of the intention of the library
(Fig.1).Hence, reusable codeless tests and test libraries are
achieved. These are now ready to be used by an ML system.

‘‘‘‘‘‘‘‘

Figure. 1 Creation of acodelesstest library
Thefollowing (Fig.2) isthe architecture of the framework.

uuuuuuuuuuuuu

= &
Figure. 2 Architecture of the framework
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COMPARISONS OF THE SOLUTION

The tests were rewritten to optimize the test coverage using
combinatorial test design [15]. This resulted in less tests but
more coverage. This activity was done before curl
framework. Hence the GUI based automation was done for
optimized suite as well. The following charts (Fig.4)
represent the comparison of the results. There is a huge
savings on time and considerably lessfailures (Fig.3).
| RELEASE EFFORT PER DAY (IN HOURS)

2 m ow s

™ cURL Automation(10.70i)™ cURL Automation(10.71i)

Figure. 3 Reduction in execution time

FAILURE RATE (IN %)

=Pass ®Fal

ATION ITE

PRE-0PTIMIZ POST-OPTIMIZATION MINI SANITY SU CURL AUTOMATION

Figure. 4 Reduction in failures & false positives

Since it was designed to run on any environment and can be
triggered at will, by anyone, the SaaS — ops team was given a
switch to trigger after the infra-patching activity of
production is completed. This eliminated the need for testers
to be around. Clearly, this framework turned out to be winner
with reusable codeless tests and test libraries. These are now
ready to be used by ML system.

NEED FOR Al BASED TEST QUERYING & EXECUTION

Along with the humongous refactoring activity, the new
product feature development and enhancements delivered
along with it to meet customer and market expectations made
it complex. So when the underlying strucure is being changed
it is chalenging to ensure the existing behaviour for the
customersis unchanged.

One of the issues that we face time and again is that, there
were redundant queries that came up from different
stakeholders apart from engineering; like sales, support and
product managers were around, how does it work now?, With
the new changes s this behaviour same now?, is this scenario
addressed, this was a bespoke one for the customer, is it
retained and does it work the same way?, how many
customers are impacted? etc. Each time there is a query, the
tester digs the required test from the suite and executes them
on the current code to find out the result. If a test is not
available, the setup and the tests are created then executed.
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The testing effort of a feature with all its dependencies
covered is exponentia [4]. And finding a diver out of it,
tosimultaneously query its behaviour with execution is
complex and also time, effort and resource consuming. Hence
the need for Al

MATHEMATICAL REPRESENTATION OF TEST LIBRARIES
AND TEST CASES

The set of test libraries is denoted by T, and consists of
elements from Tis, Tia and Toy, Where ‘s’ denotes setup
libraries, ‘@ denotes action libraries and ‘v’ denotes
validation libraries.

To={{Tus}, {Tua}, {Tewd} foralli, j, k )

Therefore, test Tc for ascenario is represented as an
ordered sequence.

Te=({Tus}, {Tea}, {Tow}) foranyi,j k

CONSTRUCTION OF THE AI-BASED TESTFABRIC

2

To address the issues mentioned in Section 11, the ideais to
take a natural language query as an input from auser and find
(i) awhole executable test (structured) or, (ii) if awholetestis
not available, the necessary test libraries (unstructured) to be
assembled into an executable test to determine the real-time
behavior of the application of interest. This enables the
retrieval of context-based tests [6] in response to a given
query.

|. Data Model For Processing Query

The next step of creating the testFabric is to devise a data
model to represent natural language queries, feature
keywords, tags, tests and libraries.

Figure. 5 Query-Feature-Keyword-Tag-Test mapping
(snippet from the training set)
The queries and the feature keywords and tags are first
formulated based on domain expertise for all workflows and
scenarios. As a result, a comprehensive domain dataset is
obtained. The structured tests are appropriately tagged with
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the relevant keywords, and fine-grained test-keyword-tag
mappings are constructed. The dataset isthen split inthe ratio
80:20 for training and validation purposes. (Fig 5) is
presented to better illustrate the data model.

I1. ML Training: Mapping Tests and Test Libraries

Two-fold training is performed, as specified below:

(i) ML Training: Tests, Libraries, and Queries

ML Training Input Set: query; ML Training Expected
Output: test, test library

(i) Tagging for Context (test-keyword-tag mapping)

ML Training Input Set: query, keyword-tag mapping, test;
ML Training Expected Output: test, test library

The following (Fig. 6) demonstrates the training scenario

-
NLP e e e e e i i e | "intent" : Extend Trial |
| "confidence” : 0.95 E

Test Execution on
Application under
test

“test” : “As a trial
customer, [ want to
extend the trial by 30
days"

“test library” : 1. Create
Customer 2. Extend
Trial by 30 days 3.
return Yes
“confidence” : 0.95

QUERY :
“Canl
Extend a
Trial™

Figure. 6 Example of a scenario being trained

(Fig.7) isthe real-time training step on wit.ai, notice how the
entities are prompted after a few records of training, which
have the correct context.

will my customer expire if | don’t renew my subscription until 30 days

wit/sentiment

test

a customer 2. Mark it as expired
col

1. Create
test_library MArk expired beyand 30 day De¥ond 30 days 3. Renew account 4. return No

wit_tag negative test
Keyword customer expire
Feature

don't renew my subscription ... ¥

© Add a new entity

Figure. 7 Training for mapping of Query, feature, keyword,
library, test, tag

The complete training data can be constructed as a json file

and imported to train the ML system. The snapshot of the

training datais presented in (Fig.9).

I11. Proof of Concept Using wit.ai (an ML plug and play

Platform from Facebook) [ 19]

The wit.ai platform, uses ML-driven feeding of data, for the
system to learn on its own. The training set from (Fig 5) is
used to train, and theintent is only to imbue the model with an
intelligence quotient [12].
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The following (Fig. 8) portrays on how the wit.ai platform
uses the query, intent, trait, key words etc. to train the model.
Thetraining datais used to train the platform.

MACHINE LEARNING PLATFORM
Query
‘ Intent (Trait ) _— ‘
> ‘/... a®. ¢ Results with
Intent (keyword , ) O VAN Pave . ) confidence
extend A NEX levels for both
P = ‘ @ YA predision &
O N Pt ‘ ’ Recall
‘ Intent (freetext , ) '
Intent
(Keywod&
Tt o) CONFIDENCE
Train Create / Validate
[ Samples

Figure. 8wit.ai’s messaging platform

Fighre. 9 Training dataset in json format

After training, use the validation data to extract a whole
executable test or a set of test libraries, along with a
confidence level. If the confidence leve is satisfactory, the
test retrieved can be used for execution. This form of
supervised learning assists in fine-tuning the accuracy of the
results. It also contributes to increased coverage.

The complete training data can be constructed as a JSON file
and imported to train the ML system. The search strategies
that are employed in wit.ai are trait, keyword and free-text
strategies. The desired intent is learnt by the algorithms.
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IV. Initial Qualitative Evaluation — Training Dataset

After afew records have been used for training, it is observed
that related keywords, features and tag values depend on the
context. (Fig. 10) shows a view of real-time retrieval of test
queried using curl command on wit.ai and the output with
confidence value. Note that the suggested/predicted
keywords and test from already-trained values are highlighted
in green. The context is validated to be correct. This proves
that ML -based test retrieval is possible.

curl\-H'Authorization:BearerJSJITLC76M2Y 35HMITBIFASGWFS7TUED2' \
'https://api.wit.ai/message?v=20190908 &q=can%201%20extend%20a%2 0trial %20
for%20a%20expired%20account'

{" text":"can I extend a trial for a expired account",

"entities": {

"Feature":[ {"entities": { "Keyword":[{"confidence":0.99451042911744,"value": "ext
end a trial","type":"value"}]},"confidence":0.99862216335192,"value": "trial
account deleted","type":"value"}],

"test library":[{"confidence":0.9617406193555,"value":"expire customer"}],
"test":[ {"metadata":"As a expired customer, I should not be able to activate an
expired Trial","confidence":0.99103634586862,"value":"1. Create Customer 2.
Expire Customer 3. Extend Trial 4. return
No"}]}."msg_id":"11Zr6IEXZaDPCAMEU"}2

- Response for the Curl from Table IT
Figure. 10 Training for the mapping of query, context &
CURL output

After the training is completed, it is tested with a validation
dataset. The test is retrieved with confidence level mostly
above .80, where the correctness of context is verified to be
true. The ML platform retrieves the data in the form of json
depicted in code snippet below.

{" text": "my customer expire if I don’t renew subscription
until 30 days’,
"entities": {
"Keyword": [

"confidence"; 0.9919678572793,
"value': "customer expire",
"type": "value"
}
1,
"Feature”: [
{
"entities": {
"Keyword":
{
"confidence": 1,
"value": "renew asubscription”,
"type": "value"

]

",duration": [

Copyrights @Muk Publications

{

"confidence": 1,
"vaue'": 30,
"day": 30,
"type": "vaue",
"unit": "day",
"normalized": {
"value": 2592000,
"unit": "second”
}
}
]
|3
"confidence": 0.98668558735246,
"value": "don’t renew my subscription until 30 days",
"type": "value'
}
1
"test": [
{
"confidence": 0.99825574225576,
"value": "1. Create a customer 2. Mark it as expired
beyond 30 days 3. Renew account 4. return No"
}
1
"wit_tag": [
{

"confidence": 0.99895124479424,
"value': "negative test"

}
"’senti ment": [

"confidence": 0.7144933981909,
"value": "neutral"

}
]
1,
"msg_id": "1GhKUOHSCXh2g2K pZ"
}

Hence the tests and test libraries can be retrieved via APl or
Curl, to be executed on the test environment

V. Qualitative Evaluation — Validation Dataset for Tests and
Libraries

The ML training processis repeated until the best mapping is
obtained. Oncetraining is complete, the results are tested on a
validation dataset. The tests and libraries are retrieved with
confidence levels above .80.

QUANTITATIVE & QUALITATIVE ASSESSMENT OF TEST
AND TEST LIBRARY SELECTION

The quality of the mapping can be viewed using a confidence
chart for precision and recall [19]. Theresultsare given below
after training for 100 records of data. The results also show
that the more recordswe useto train, the confidence levelsare
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closer to accurate. In (Fig.11) & (Fig.12), notice the test is at
.75 confidence level

Test how your app understands a sentence

You can train your app by adding more examples
can | login after 30 days of expiry (<]
wit/sentiment
test
wit/agenda entry

wit/duration

wit/agenda_entry expiry

O Addan

O Validate o

Figure. 11 Training for a usecase query

Precision/Recall at confidence levels

i
— 07238 (g
ST —

0.1 m-u 0.3 0.4 0.5 0.6 0. 08 0.9

Confidence level

Figure. 12 Precision & recall chart for the trained entities

After more training, we could see that it is possible
to get an increased confidence level, in this case the same
query has resulted in confidence level .98 (Fig.13). Notice
that it has started prompting test library as well a a
confidence level of .98 (Fig.14).

The domain correctness from the results show that it
ispossibleto train the usecasesto retrieve the required tests or
test libraries to be executed against the application under test.

Notice that the (Fig.12) snapshot istaken at 1:51pm
on 8"Sep2019 and after more records of training again, a
snapshot (Fig.14) is taken at 7:33pm on 8"Sep2019.

It is clear that with more context to the machine
learning system, the confidence level of retrieval of thetestis
close to accurate at .98.

Test how your app understands a sentence

You can trin yeur app by adding more examples

can | login after 30 days of expiry|

wit/sentiment

© Add anew entity

 Validate Lk

Figure. 13 Improvement in Confidence level after more
records of training data
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Precision/Recall at confidence levels

u; /——#‘/—’_qm I‘|

ion/Recall

0.1

0

Figure. 14 Improvement in Eciﬁ%i:dence levels of precision
and recall

The comparison of (Fig.12), (Fig.14) showsthat it is possible
to train the Al system to select tests, test libraries that are
already automated and can be executed on application under
tests, to get real-time status of the behaviour for the use-cases.

CONCLUSION AND FUTURE WORK

The results clearly show that an Al-based testFabric is
possible. To make the testFabric more effective, the same
approach can be extended to contract tests [8], which are used
for the verification of APl signature metadata [8].
Furthermore, the testFabric can be enhanced by providing the
context of apersona. This can help thetestFabric retrieve tests
for a specific persona (support, customer, product manager,
etc.).

The testFabric can aso be enhanced to display appropriate
messages when no answers are found and to prompt users to
provide suggestions or feedback to fine-tune the suite.There
can be many benefits of the proposed testFabric - (i)
Reduction in time spent on investigation to understand the
exiging behaviour. (ii) Reduction in time to detection of
failure. (iv) Increased coveragein first attempt. (iii) Execution
of corner cases at alower cost with fewer false positives. (vi)
Optimal quality assurance head count with minimal tacit
knowledge dependency, real-time documentation, etc.
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