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Abstract. Optimization and control are the central problem of the investi-

gation. There are lots of methods to analyse systems, one of them is to use the
stochastic analysis. This approach are more accurate and give us the best so-

lution of optimization [1, 2]. In current article we use Kolmogorov equation to

find out the optimal parameters of system in various conditions.It also helps
us to predict the productivity of the networks and to build the self-defined

networks with the ability to rebuilt or restore their operation automatically.

To solve this problem, it is necessary to describe all possible conditions for
system with automatic rebuilding or restoring and without these characteris-

tics. The important part of the research is to implement the graph theory and

on its base to build the mathematical model of the whole system. Then the
methods of stochastic analysis using Kolmogorov equation solve the problem

of the system elements productivity. At the end of this approach we obtain
the accurate probabilities for each condition. The significance of the method

in such problems lies in the fact that we can create on it base the automatic

algorithm for complex networks with the vast amount of conditions.

1. Introduction

Nowadays the various amount of researches is investigating in widespread areas.
For instance, we can see how the mathematical and stochastic methods apply
in different fields, such as theoretical mathematics, theoretical physics, medicine,
engineering and networking systems [3, 4]. So, from this point of view it’s necessary
to make some researches in controlling networks stability and to find out the results
how we can to increase the stability modern and perspective networks. The SDN
networks have the implementation to the wired and wireless systems. They help to
increase the efficiency and here we have several questions: what kind of methods
do we need to use to find out about the efficiency level and how do we need to use
them [5]. That’s why in this article we try to describe the full-length method for
investigating the SDN networks.
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2. SDN network mathematical modelling

Let consider the SDN network based on principles and architecture used for
building those kind of networks. Also let the network consists of one server and
two switchers. As well-known, in SDN the switchers have limited option list and
all control functions, routing and other operations lies on SDN controller. SDN
controller is a technically complex device for the network, so it’s important to keep
it in online mode and we need to minimize the errors and the faults. Reservation is
one of the method that can help us to solve the problem of the faults and unstable
processing SDN network.

In current study we have some assumptions:
1. If one route is offline, the system stays stable.
2. The SDN network is unworkable if SDN controller or all switchers are offline.
3. At the same time only one server is fault.
4. The restore time of controller is more than the restore time of switchers.
In context with the assumptions defined above we can describe the list of con-

ditions for the network:
1. System is online;
2. One switcher is fault;
3. Two switchers are fault;
4. Restoring switcher if the server is online;
5. Restoring two switchers if the server is online;
6. Server is offline;
7. Server and switcher are offline;
8. Server and two switchers are offline;
9. Restoring controller;
10. Controller from set of servers is unworkable.
So, in this terms system with restoring is unworkable in conditions 9 and 10,

system without restoring is unworkable in conditions 6, 7, 8 and 9.

3. Transfers between conditions in SDN

As we understand it’s important how the system transfers from one condition
to another and what it means. To answer this question, we built the spreadsheet
with conditions and description (look at Figure 1).

Furthermore, if we combine all these condition in whole one, we obtain the state
graph for system without reservation (Figure 2).

If we notice that we have the system with reservation, there is one new state
where the system transfers to condition 10 - SDN controller from the set of servers
is unworkable. So, now we can build a new state graph for the system with
reservation (Figure 3).

Further using the state graph for system without reservation we can write the
equations that will help us to define the probabilities for each state in considered
Markov process [6, 7, 8].
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Figure 1. Transfers between conditions in SDN with description

Then we obtain the following system of Kolmogorov differential equations:

dP1(t)
dt = −(2λsr)P1 + µP3 + µP4 + µP8,

dP2(t)
dt = λswP1 − (λ0 + λsr)P2,

dP3(t)
dt = λswP1 + (λ0 + λsr)P3,

dP4(t)
dt = λ0P2 − µP4,

dP5(t)
dt = λ0P3 − µP5,

dP6(t)
dt = λsrP1 − (2λsw + λ0)P6,

dP7(t)
dt = λsrP2 + λswP6 − λ0P7,

dP8(t)
dt = λsrP3 + λswP6 − λ0P8,

dP9(t)
dt = λ0P6 + λ0P7 − λ0P8 − µP9.

(3.1)
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Figure 2. State graph for SDN without reservation

The solution of this system could be obtained by well-known algorithm for dif-
ferential equations systems. However, we can simplify the calculation if notice: in
this network there is a stationary Markov process, so then dPi = 0, i.e. probabili-
ties aren’t changing through the time.

Now we overwrite the left-side of the equations to zero and put in system
normalization condition:

n∑
i=0

Pi = 1.
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Figure 3. State graph for SDN with reservation

Considering all these remarks we obtain:



−(2λsr)P1 + µP3 + µP4 + µP8 = 0,

λswP1 − (λ0 + λsr)P2 = 0,

λswP1 + (λ0 + λsr)P3 = 0,

λ0P2 − µP4 = 0,

λ0P3 − µP5 = 0,

λsrP1 − (2λsw + λ0)P6 = 0,

λsrP2 + λswP6 − λ0P7 = 0,

λsrP3 + λswP6 − λ0P8 = 0,

λ0P6 + λ0P7 − λ0P8 − µP9 = 0.

(3.2)

As we see from system of differential equations written above, it can be simpli-
fied, because some of probabilities are eqaul.

So, we have:
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λswP1 − (λ0 + λsr)P2 = 0,

λ0P2 − µP4 = 0,

λsrP1 − (2λsw + λ0)P6 = 0,

λsrP2 + λswP6 − λ0P7 = 0,

λ0P6 + λ0P7 − λ0P8 − µP9 = 0,

P1 + 2P2 + 2P4 + P6 + 2P7 + P9 = 1.

(3.3)

To find out the solution, we involve Mathcad where define matrix X and vector
Y . Furthermore, if we have the intensity points, we obtain the accurate probabil-
ities for each state, illustrated on Figure 4.

Figure 4. Current probabilities for the states

Thus, every network can be simulated by mathematical modelling and applying
the stochastic analysis to investigation of efficiency and reliability networks. As a
result, we obtain accurate characteristics.
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