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GRAPH LABELING BASED CIPHER GRAPH CONSTRUCTION
FOR RSA ENCRYPTION

NAGARJUN PRABHU!, GIRIJA K P2* RAKSHA3, VASANTH KUMAR S%,
AND SHARAN HEGDES

ABSTRACT. This paper presents a hybrid cryptographic framework that com-
bines positional indexing, RSA public-key encryption, and graph theoretic
methods based on graph labeling. In the proposed approach, plaintext char-
acters are first converted into numeric indices using a fixed 69-symbol lookup
table and randomized by a per-message offset. The resulting sequence is
encrypted using RSA, and each ciphertext value is then augmented with
an auxiliary modulus that is coprime to the ciphertext and its correspond-
ing modular inverse. These triplets are embedded as payload triangles in a
three-layer cipher graph, while additional random edges and random edge
labels inject structural noise and obscure the payload pattern. Graph struc-
tures are leveraged to illustrate the encryption workflow and to provide a
visually interpretable ciphertext representation. The method is assessed in
terms of reversibility, statistical security indicators (including byte histograms
and entropy), and computational efficiency over varying message lengths. By
uniting number theory, graph labeling, and asymmetric encryption, this work
introduces a multi-layered strategy for secure and structurally enriched cryp-
tographic encoding.
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1. Introduction

Cryptography forms the foundation of secure digital communication by pro-
viding confidentiality, integrity, and authentication in the presence of adversaries
[3, 4]. Among public-key systems, the RSA cryptosystem—introduced by Rivest,
Shamir, and Adleman in 1977—remains one of the most widely deployed schemes
due to its solid number-theoretic foundations and reliance on the difficulty of
factoring large composite integers [5, 7]. As computational power and cryptan-
alytic techniques continue to advance, however, classical RSA deployments in-
creasingly require additional structural layers and hybrid mechanisms to main-
tain strong security margins against modern attacks, including side-channel and
chosen-ciphertext scenarios [7].

Classical block ciphers and public-key schemes are typically analyzed under
well-defined adversarial models, including chosen-plaintext and chosen-ciphertext
attacks, side-channel leakage, and, more recently, post-quantum threat scenarios
[4]. For RSA in particular, deterministic textbook encryption is known to be
insecure under adaptive chosen-ciphertext attacks and must be combined with
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randomized padding schemes such as OAEP to achieve semantic security [8, 9].
Practical implementations must also account for timing, fault-injection, and power-
analysis attacks, which exploit physical side channels rather than purely mathe-
matical weaknesses [7]. These considerations motivate the exploration of hybrid
designs that retain well-understood hardness assumptions while introducing ad-
ditional structural complexity in the ciphertext representation and transmission
format.

One complementary direction in this evolution involves the integration of cryp-
tography with combinatorial structures. By embedding cryptographic operations
into richer mathematical objects, such as graphs, it becomes possible to com-
bine algebraic security (e.g., factoring hardness) with structural obfuscation (e.g.,
complex connectivity patterns) in a single framework [25, 26]. This is particularly
attractive for constrained environments and emerging applications where both effi-
ciency and interpretability are important, such as Internet-of-Things (IoT) devices,
cyber-physical systems, and visual cryptography platforms.

Graph theory, which studies structures formed by vertices and edges, offers rich
combinatorial objects and transformations that can be exploited to increase the
algebraic and structural complexity of encryption schemes. Graph-based cryptog-
raphy investigates constructions in which messages, keys, or intermediate states
are represented as graphs or graph labelings to achieve enhanced confusion, dif-
fusion, and resistance to structural analysis. Such approaches have been used
to model key exchange, generate pseudorandom sequences, and design resilient
encryption networks that incorporate both algebraic and structural hardness as-
sumptions [21, 23].

Within this context, graph labeling—the assignment of integers or symbols to a
graph’s vertices and/or edges under specified constraints—has emerged as a flex-
ible tool for encoding information and generating cryptographic material [11]. A
wide variety of labeling techniques, including graceful, edge-graceful, harmonious,
magic, and geometric-mean labelings, have been explored in applications ranging
from data encoding to key generation and watermarking [12, 22, 14]. In a classical
graceful labeling, a graph with ¢ edges is graceful if its vertices can be assigned dis-
tinct labels from {0,1,..., ¢} such that the absolute differences of endpoint labels
on every edge produce all integers from 1 to ¢ without repetition [12, 13]. These
graceful-type labelings produce highly regular but combinatorially rich configura-
tions, making them attractive for constructing deterministic yet complex mappings
that can serve as indices, key schedules, or graph-encoded ciphertext structures
[17, 18, 16].

For instance, prime graceful labeling has been used to design encoding schemes
where primes and their combinatorial differences generate key streams with de-
sirable distribution properties [17]. Odd-hexagonal graceful and geometric-mean
labelings have been employed to construct message-dependent labeled paths and
cycles whose structure varies nonlinearly with the plaintext, thereby strengthen-
ing resistance to simple pattern-based attacks [18, 16, 23]. More broadly, labeled
paths, cycles, and star graphs have been proposed as vehicles for encoding mes-
sages in a visually interpretable yet structurally nontrivial form [23, 24].
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A growing body of work demonstrates how graph labeling ideas can be embed-
ded into concrete cryptographic schemes. Bekkaoui et al. proposed a Hamiltonian-
circuit based encryption model, leveraging adjacency matrices to map plaintext
into graph structures and applying combinatorial transformations to achieve en-
cryption. Sugeng et al. and related authors employed graceful and antimagic
labelings to generate high-complexity key material for symmetric encryption, ex-
ploiting the combinatorial diversity of labeled graphs to expand the key space
[14]. Other contributions have used prime-graceful, odd-hexagonal graceful, and
geometric-mean labelings to encode messages via labeled paths and subgraphs,
highlighting the versatility of labeling-based approaches in secure communication
[17, 18, 16, 23].

In parallel, fuzzy and intuitionistic fuzzy graph models have been combined with
symmetric or hybrid cryptosystems to create multi-layered frameworks in which
uncertainty in edge weights and membership values contributes an additional ob-
fuscation layer over conventional number-theoretic security [19, 20]. Recent work
has also explored graph-based encryption frameworks using complete graphs and
related structured families as generic carriers for graph-based operations, suggest-
ing that graph-theoretic constructs can act as a unifying layer above classical
cryptographic primitives. Furthermore, stream-key generation schemes based on
graph labeling have been proposed to strengthen Vigenere-type encryption by de-
riving keystreams from graph label sequences rather than simple periodic patterns
[21].

Despite these advances, most existing graph-based schemes either restrict graph
theory to key generation or key scheduling, or combine it with symmetric ciphers,
without directly embedding public-key ciphertext into a labeled graph in a way
that preserves the hardness assumptions of RSA [?, 25]. Several RSA—graph hy-
brids treat graphs as auxiliary tools (for key expansion or mask generation) rather
than integral carriers of ciphertext, and often do not fully exploit graph structure
to obscure ciphertext relationships. Moreover, many labeling-based constructions
are deterministic once parameters are fixed; without additional randomization or
modular transformations, they cannot independently guarantee semantic security
and may leak structural patterns that an informed adversary could exploit.

The gap identified above can be summarized as follows: there is limited work
that integrates graph-labeling ideas with RSA in such a way that the RSA-
encrypted numeric data themselves become vertices or edges of a cipher graph,
augmented with auxiliary algebraic parameters to increase structural uncertainty.
Existing graph-based schemes tend to separate the algebraic and structural com-
ponents, using graphs either before encryption (for key or message preprocessing)
or after decryption (for visualization), rather than as a primary ciphertext car-
rier. Consequently, the ciphertext often remains a simple numeric sequence, and
the graph-theoretic layer does not fully contribute to obfuscating the relationships
among encrypted symbols.

This paper is motivated by the goal of designing a scheme in which RSA provides
the core number-theoretic security, while a graph structure—built using labeling-
inspired rules and controlled randomness—acts as the actual transmitted cipher-
text object. The intent is to combine the classical hardness guarantees of RSA
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with a graph-based representation that supports Shannon’s principles of confusion
and diffusion by masking direct correspondences between plaintext positions and
transmitted values [10]. At the same time, the scheme aims to remain lightweight
and visually interpretable, so that the cipher graph can be inspected, analyzed, or
even used pedagogically to illustrate the encryption process.

2. Proposed Method

This section describes the architecture and algorithms of the proposed hybrid
encryption scheme, which integrates classical RSA encryption with graph-theoretic
transformations to create a cipher that is both structurally complex and visually
interpretable. The plaintext is first mapped to numeric positions in a 69-symbol
alphabet, randomized via a per-message offset, and encrypted with RSA. The
RSA ciphertexts are then embedded into a three-layer cipher graph using auxiliary
coprime moduli and modular inverses, and the resulting graph is transmitted as
the ciphertext object.

2.1. Notation and setup. Let M = cjcy...c; denote the plaintext message
over a fixed alphabet X of size 69. A lookup table

T:%—{1,2,...,69}

maps each character ¢ € ¥ to a unique integer position pos(c), and 7! denotes
its inverse. The concrete 69-symbol mapping used in this work (uppercase letters,
digits, punctuation, and space) is shown in Figure ??. RSA public parameters are
(e,n) and the private key is d, with n = pq for distinct primes p,q and ed = 1
(mod ¢(n)), where p(n) = (p — 1)(¢ — 1). All arithmetic of the form z mod m is
taken in the usual sense with representatives in {0,1,...,m — 1} unless otherwise
stated.

TABLE 1. Alphabet and index mapping used in the proposed
scheme (69-symbol lookup table).

QIWIE|IR|T|Y|U|I|O|P|A|S|D|F|G
112 13[4]5|6|7|8[9]10(11|12]13|14]15

H|J|K|L|Z|X|C|V|B|N|M|SPACE | ~
16 |17 1811920 | 21 |22 |23 |24 25|26 27 28

29130 (313233343536 3738394041 |42 |43

44 |45 |46 | 47 | 48 | 49| 50 | 51 | 52 | 53 | 54 | 55 | 56 | 5T | 58

59 160 | 61|62 |63 |64|65]|66]|67]|68]|69
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2.2. Character mapping and randomized vertex labels. Foreachi € {1,...,t},
the position of character ¢; is

pos; = T'(c;) € {1,...,69}.
To prevent deterministic leakage of positional structure, a random offset
re{0,1,...,9}

is sampled using a cryptographically secure random number generator. The ran-
domized vertex label V; for position pos; is computed as

Vi = (141 — pos; —r) (mod 69).
If V; = 0, it is remapped to 69 so that all labels lie in {1,...,69}. The sequence
Ky ={W,Va,..., i}
forms the randomized vertex-label representation of the plaintext. The offset r is

later encrypted as rene = ¢ mod n and sent to the receiver.

2.3. RSA encryption of vertex labels. RSA key generation proceeds as fol-
lows. Two random, distinct primes p and ¢ are generated, and
n=pq, p=@-1(¢-1).

A public exponent e is chosen such that

ged(e, ) =1,
and the private exponent d is computed as the modular inverse d = e~ (mod ¢).
Each randomized vertex label V; is then encrypted under RSA as
C; = V;* mod n.
The offset is protected similarly by computing
Tenec = 7 ¢ mod n.

The multiset {C4,...,C} is the classical RSA ciphertext sequence correspond-
ing to the randomized vertex labels.

2.4. Auxiliary pair generation. To prepare for graph embedding and to sup-
port a consistency check during decryption, each ciphertext C; is associated with
an auxiliary modulus and its modular inverse.
For each i € {1,...,t}, choose the smallest integer B; satisfying

Because ged(C;, B;) = 1, there exists a unique modular inverse of C; modulo B;.
Define

A;=C7' (mod By),
so that the relation

(Ai . Ct) mod Bi =1
holds. The pair (B;, A;) will become part of the structural description of the cipher
graph.
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2.5. Cipher graph construction. For each index i, define the third-layer value
S; =C;+ B; + A;.

The cipher graph G is a labeled graph whose vertex set is partitioned into three
disjoint layers:

Le={C\,....Ci}, Lp={Bi,...,B},
Ls=1{81,...,5.

The core encoding of each triple (C;, B;, A;) is realized by a cross-layer trian-
gular motif. For each i € {1,...,¢}, the following edges are added:

(Ci, Bi), (Bi,S:), (Ci,8:),

forming a payload triangle that spans Lo, Lp, and Lg.

To enhance ambiguity for an adversary who only has access to the graph, the
scheme introduces additional random edges exclusively among vertices in Lo. For
a chosen probability parameter p.. € (0, 1), random edges are added independently
between pairs of vertices in Lo with probability pe. (or according to a specified
random-graph model). Finally, every edge in G (both payload and random) is
assigned a random edge label drawn from a fixed label set. As a result, payload
edges span multiple layers, while noise edges are confined to L, preserving the
ability of the legitimate receiver to recover the encoded triples while complicating
structural inference for an attacker.

2.6. Cipher graph decoding (receiver side). The receiver is assumed to pos-
sess the RSA private key exponent d corresponding to the public key (e, n). Given
a received cipher graph G, the receiver first identifies candidate triples by locating
cross-layer triangles (C, B, .S) with

Ce Lg, B e Lp, S e Lg.
For each such triangle, the receiver recovers
A=S5-C-B,
and validates it using the modular-inverse relation
(A-C)mod B =1.

Only triangles that satisfy this check are retained as valid triples (C, B, A). Ran-
dom C—C edges and incidental cross-layer patterns with incorrect arithmetic re-
lations are rejected by this test, so the decoded set of C values corresponds to
the intended ciphertext sequence (up to the graph’s inherent ordering, which the
receiver can maintain or reconstruct).

2.7. Decryption. Once the validated ciphertext values C; have been recovered in
order, decryption proceeds by inverting the RSA and vertex-label transformations.

Using the RSA private key d, the receiver recovers the randomized vertex labels
as

V; = C mod n.
The random offset is recovered from the encrypted value as
r=r2 modn, r < r mod 10.

enc
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The original position values are then obtained via
pos;, = (141 —r —V;) (mod 69),

with the convention that if pos; = 0 then pos,; is remapped to 69. Finally, the
plaintext characters are reconstructed as

c; = T~ *(pos;), 1=1,...,t,

and concatenated to form M.

2.8. Algorithmic summary. For implementation clarity, the encryption and
decryption procedures are summarized in Algorithms 1 and 2.

Algorithm 1 Encryption and Cipher Graph Generation

Require: Plaintext M = cjco--- ¢, lookup table T : ¥ — {1,...,69}, graph
parameter p.c

Ensure: Cipher graph G, RSA public key (e, n), encrypted offset 7epne
1: fori < 1tot do
2 pos; < T(¢;)
3: end for
4: Generate random offset r € {0,...,9}
5: for i <~ 1 to ¢ do
6 Vi < (141 — pos,; — r) mod 69
7 if V; =0 then
8 Vi + 69
9: end if

10: end for

11: Generate RSA keys: choose p,q, set n < pq, ¢ < (p—1)(¢ — 1)

12: Select e with ged(e, ) = 1, compute d = e~! (mod ¢)

13: for i <~ 1tot do

14: C; < V,°mod n

15: end for

16: Teope < 7€ mod n

17: for i <~ 1to ¢t do

18: Choose smallest B; > 70 such that ged(C;, B;) =1

19: Az < C;l mod B;

20: S;«+— C;+B; + A;

21: end for

22: Construct layers Lo = {C;}, Lp = {B;}, Ls = {Si}

23: for i <+ 1 to t do

24: Add payload edges (C;, B;), (B;, S:), (Ci, Si)

25: end for

26: Add random C—C edges among vertices in Lo with probability pe.

27: Assign random labels to all edges

28: return G, (e,n), renc
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Algorithm 2 Decryption from Cipher Graph

Require: Cipher graph G, RSA public key (e, n), private key d, encrypted offset
Tenc, iNVerse table 71
Ensure: Recovered plaintext M
1: Extract candidate cross-layer triangles (C, B, S) with C € L¢, B € L, S €
Ls
2: for all candidate triangles (C, B, S) do

3 A+~ S-C-B

4 if (A-C) mod B # 1 then

5: Discard candidate

6: end if

7: end for

8: Recover r < & _mod n; set r «— r mod 10
9: for all validated ciphertext values C in decoded order do
10: V « C%modn

11: if V =0 then

12: V <69

13: end if

14: pos < (141 —r — V') mod 69
15: if pos =0 then

16: pos < 69

17: end if

18: Output character T~1(pos)
19: end for

20: Concatenate output characters to form M

2.9. Detailed illustrative example: “MATHEMATIC”. This subsection
presents the complete numeric encryption and decryption steps for the plaintext

M = “MATHEMATIC”,
using the 69-symbol lookup table of table 1, offset » = 4, and toy RSA parameters
p=17, ¢=23, n=pg=391,
e=(—-1)(¢g—1)=352, e=3, d=235

These parameters are for illustration only; practical deployments require much
larger moduli.
Step 1: Character positions pos,. From the index table, the characters and their
positions are:

i [1 2 3 4 5 6 7 8 910
&« |[M A T HE M ATTIC
pos; |25 12 6 17 5 25 12 6 9 23

Step 2: Randomized vertex labels V;. With offset r» = 4, compute
V; = (141 — pos; — r) (mod 69),
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TABLE 2. Full worked example for M = “MATHEMATIC” with
r=4and p=17,q =23,e = 3.

7 C; POs; ‘/z CZ B,L' Az Sz = Ci + Bi + Az
1 M 25 43 134 71 62 267
2 A 12 56 57 70 43 170
3 T 6 62 209 70 69 348
4 H 17 51 102 71 55 228
5 E 5 63 198 71 52 321
6 M 25 43 134 71 62 267
7T A 12 56 57 70 43 170
8§ T 6 62 209 70 69 348
9 I 9 59 104 71 28 203
10 C 23 45 22 71 42 135

remapping V; = 0 to 69. This yields:

i |1 2 3 4 5 6 7 8 9 10
pos, |25 12 6 17 5 25 12 6 9O 23
V; |43 56 62 51 63 43 56 62 59 45

Step 3: RSA encryption C; and encrypted offset re,.. Using n = 391, e = 3,
C; = V;® mod 391, Tene = > mod 391 = 64.
The ciphertext values are:

i1 2 3 4 5 6 7 8 9 10
Vi 43 56 62 51 63 43 56 62 59 45
Ci | 134 57 209 102 198 134 57 209 104 22

Step 4: Auxiliary moduli B;, inverses A;, and third-layer values S;. For each Cj,
choose the smallest integer B; > 70 with ged(C;, B;) = 1, then

AiECh_l (mod Bi), SZZCL—FBI"FAL

3
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134 57 104, 22
CK |
445 /’1/
115

234 232

332
234

23
> 70
%
) 75
Y. b y
267 170 321 203 135

Fi1GURE 1. Cipher Graph with C;, B; and S;.

The cipher graph G has three vertex layers
Le ={Cy,...,C}, Lp=A{DBi,...,Bis},
LS = {Sl7 ey Sl(;}.

For each ¢, payload edges (C;, B;), (B, Si), and (C;, S;) are inserted, and additional
random edges with random labels are added among L& according to the chosen
parameter pec.

Step 5 : recovering C; from the cipher graph. Given G, the receiver enumerates
cross-layer triangles (C,B,S) with C € Lo, B € Lp, S € Lg, and for each
candidate computes

A=S-C-B.
A triangle is accepted as valid if and only if
(A-C)mod B =1.

This test filters out triangles formed by random edges and recovers exactly the 16
valid triples (Cy, B;, A;) in Table 2.

Step 6: RSA decryption to obtain V;. Using the private exponent d = 235, the
receiver computes

V; = C mod 391, i=1,...,16,
which reproduces the sequence of randomized vertex labels
Vi = 43,56,62,51, 63,43, 56, 62,59, 45
Step 7: Recovering r and inverting the vertex-label map. The random offset is

recovered from
r=rd_ mod 391, r < r mod 10,

which in this example yields » = 4. The original positions are then obtained as
pos;, = (141 —r —V;) (mod 69),

with pos; = 0 remapped to 69. Applying this to all V; recovers
pos; = 25,12,6,17,5,25,12,6,9, 23
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which coincides with the initial positions from the lookup table.
Step 8: Mapping positions back to characters. Finally, the plaintext characters are
recovered as

Ci:Til(pOSi)a 1=1,...,16,
yielding
M = “MATHEMATIC”.

This completes the end-to-end encryption and decryption demonstration for the
proposed scheme.

3. Security Analysis and Experimental Evaluation

3.1. Security of the RSA core. The confidentiality of the ciphertext sequence
{C;} and the infeasibility of recovering {V;} without the private exponent d are
inherited directly from RSA. For cryptographically strong parameters, the best
known generic attacks reduce to factoring the modulus n = pq or solving the
RSA inversion problem. The graph layer in the proposed scheme does not weaken
these assumptions: even if an adversary could perfectly identify all true C; values
from the graph, recovering the underlying V; (and hence the plaintext) would
still require breaking RSA. In practical deployments, RSA should additionally be
combined with standardized padding to achieve semantic security and robustness
against chosen-ciphertext and related attacks.

3.2. Security role of the cipher graph. The cipher graph acts as a structured
carrier for the RSA ciphertext values rather than as a replacement for the RSA
core. Each symbol of the plaintext is encoded as a cross-layer triangle (C;, B;, S;)
that satisfies the modular-inverse constraint (A;C;) mod B; = 1, while random
C-C edges and random edge labels are injected to obscure the set of valid pay-
load triangles. An adversary who observes only the graph must therefore solve
a structural inference problem: distinguish consistent triples from noise, recover
the ordered sequence of C;, and then still invert RSA. This graph layer increases
confusion and structural ambiguity, especially against attackers that attempt to
exploit format or position information, but the primary cryptographic hardness
remains that of RSA.

3.3. Randomness and entropy evaluation. To empirically assess diffusion
and apparent randomness, byte-level histograms of plaintext and ciphertext were
generated for representative messages (Figure 2), and Shannon entropy of cipher-
text bytes was measured as a function of message length (Figure 3). The his-
tograms show that the ciphertext byte distribution is substantially more uniform
than that of the corresponding plaintext, indicating that simple frequency-based
attacks are not directly applicable. The entropy curves approach higher values as
the message length grows, suggesting that, at the byte level, ciphertext statistics
do not trivially preserve the structure of the underlying messages.

86



NAGARJUN PRABHU?!, GIRIJA K P?*, RAKSHA®, VASANTH KUMAR S%, AND SHARAN HEGDE?

Plaintext byte histogram Ciphertext byte histogram
0.06 1 0.040 A
0.035 4
0.05 -
0.030 4
.04 -
0.0 0.025 4
0.03 - 0.020 4
0.015 4
0.02
0.010 4
0.01
H ] I
0.00 +— r r r T 0.000 - r r v
0 50 100 150 200 250 0 50 100 150 200 250

FI1GURE 2. Plaintext vs. ciphertext byte histograms for a sample message.

Entropy vs message length

—— Plaintext bytes entropy
—o— Ciphertext bytes entropy

Entropy (bits/byte)
w

20 2 22 2 2 25 26 2
Message length (log2 scale)

FIGURE 3. Entropy vs. message length (plaintext bytes vs. ci-
phertext bytes).

The entropy of randomly assigned edge labels as a function of message length
is shown in Figure 4.

3.4. Graph-structure randomness. Beyond byte-level statistics, the struc-
tural randomness of the cipher graph was examined through the degree distri-
bution of vertices in the ciphertext layer Lo. Random C—-C' edges are intended to
mask the deterministic payload triangles, so a concentrated or highly regular de-
gree profile would indicate insufficient obfuscation. Observed degree distributions
are spread out over a range of values rather than clustering around a fixed degree,
which is consistent with the intended random-graph behaviour and suggests that
the added edges successfully perturb the local structure seen by an adversary. The
degree distribution of ciphertext-layer (L¢) nodes for a representative run is shown
in Figure 5.
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Edge-label entropy vs message length

I
o

—8— Edge-label entropy

Entropy (bits/byte)
w > > u u
w o w o w

w
=)

N
n

2’0 2’1 2’2 2’3 2'4 2'5 2‘6 2‘ 7
Message length (log2 scale)

FIGURE 4. Edge-label entropy vs. message length.

C-layer degree distribution (random C-C edges)

Count of C-nodes
B

(=]

0 5 10 15 20 25 30 35
Degree

FIGURE 5. Degree distribution of ciphertext (C-layer) nodes for
a sample run.

3.5. Performance and scalability. The runtime cost of the scheme was mea-
sured for increasing message lengths, decomposed into RSA encryption, cipher-
graph construction, RSA decryption, and total execution time. As expected, the
complexity grows with the number of characters, with cipher-graph construction
dominating for longer messages due to auxiliary pair generation and random edge
insertion. Nevertheless, the measured times remain in the millisecond range for
the tested lengths, indicating that the additional graph layer can be implemented
with modest overhead relative to the RSA operations.
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16 Runtime vs message length

—8— Encryption
—&— Graph build
—8— Decryption
—o— Total

-
'S
L

= -
o N
L N

Average time (ms)
©
)

2'0 2 1 ZZ 23 2‘4 25 26 27
Message length (log2 scale)

FIGURE 6. Runtime vs. message length (mean over repeated trials).

TABLE 3. Benchmark results: average execution time and en-
tropy metrics vs. message length.

Message length (characters) Encryption time (ms) Cipher-graph construction time (ms) Decryption time (ms) Total time (ms) Ciphertext byte entropy (bits/byte) Edge-label byte entropy (bits/byte)
0.13027 0.01284 0.47450 0.700000
0.14236 0.01655 3862 1.650978
0.27063 0.4 2 52

0.44951 0.

3
0.76714
132017
2.88484

0.113
64 0.65250 1 0.20551 15.25057 5.342678
128 1.05466 10.25905 0.38577 11.69948 5.500979

56

4. Conclusion

This paper introduced a hybrid encryption framework that combines RSA
with a graph-based ciphertext representation in the form of a three-layer cipher
graph. RSA supplies the core computational hardness, while the graph layer em-
beds ciphertext-related values as payload triangles and adds structural obfuscation
through randomized intra-layer edges and random edge labels. Experimental re-
sults based on byte histograms, entropy measurements, degree distributions, and
runtime profiling confirm correct decryption and indicate that the additional graph
layer achieves meaningful diffusion with acceptable computational overhead. Fu-
ture work includes integrating standardized RSA padding, employing larger key
sizes, and exploring keyed graph-embedding strategies to further strengthen resis-
tance to structural and statistical inference attacks.
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