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Abstract- Cyber-Attackers capture internet users and businesses in order to steal vital
information. Attackers gain access to sensitive information on company computers, including
login details or credit card details and bank account numbers. Phishing attacks are one type of
cyber-attack in which hackers fool internet users into thinking their websites are legitimate in
order to steal their non-public information. In malware attacks, attackers secretly installs a
harmful Programs on company servers or user computers through internet, then proceeds to steal
every piece of data stored on that server or computer. Attacks by malware are getting
increasingly frequent. A network intrusion is an attack where the attacker intends to steal every
resource from the network. Heuristic and visual similarity-based approach, whether blacklist or
whitelist,
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1) INTRODUCTION

Cyber attackers seize businesses and internet users in order to access unauthorized data. Credit
card details and bank account numbers are among the sensitive data that hacker’s access on
company computers. Cybercriminals may use phishing attacks to Internet users believe their
websites are genuine, but they actually access unauthorized data. In a malware assault, a hacker
install a harmful application covertly on a user's computer or a business server through the
internet, then continues to steal every piece of data kept in that computer or server. Malware
attacks are occurring more frequently. A network incursion is an attack where the goal is to take
all network resources. Techniques based on visual resemblance and heuristics, whether blacklist
or RELATEDWORKS

Several techniques are applied to detect cyber attacks
« Discovery method
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* Visual Similarity Based Approach
» Machine-learning Techniques
* Signature-detection

» Anomaly-methods
Disadvantages of the current system

* Not all phishing sites are guaranteed these qualities, so they are less accurate than list-
based strategies

* Once an attacker is aware of the algorithm or attributes used to identify phishing sites, he
can get around the heuristic protections and steal sensitive data.

« Why it takes extra time and complexity to compare a suspicious website with the whole
valid database store.

* More room for storing trustworthy picture databases.

* The low level of similarity between an animated website and a phishing website results in
a high false-negative rate. When a website's backdrop is slightly altered without
otherwise straying from the aesthetic appearance of a legitimate site, this strategy fails.
The enormous data sets won't allow these approaches to operate effectively.

2) PROPOSED SYSTEM ARCHITECTURE
To decrease the false positives in detecting cyber-attacks, incorporate new features with
machine learning algorithms. An attempt was made to find the optimal machine learning
algorithms to detect cyber threats more accurately than existing methods. Five machine
learning methods to distinguish between real and fraudulent websites: Decision Tree, Support
Vector Machine, Random Forest, Logistic Regression, and KNN.

Advantages of the Proposed System

The suggested system is made up of a dataset that includes specific details about various cyber-
attacks that are useful for attack detection and forecasting. Since the suggested method uses a
variety of machine learning algorithms, the results are chosen based on their level of accuracy.
Metric values are generated for each algorithm that might be thought of as anticipated
outcomes. Voting Classifier, an ensemble approach, is used to compare the models and
provides highly accurate error-free results.
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Figure 1: Flowchart
The system carries out the subsequent actions:

Stepl: To start the procedure, choose one of the cyber-attacks, and it will proceed.

Step2: If the stated cyber-attack is a phishing attempt, the user must choose how many
features to choose.

Step 3: The system uses a given dataset of cyber-attacks to train and test various machine
learning algorithms to determine their accuracy.

Step 4: Voting classifier is currently used with 5 models to compare all models to generate
certainty.

Copyrights @Muk Publications Vol. 13 No.2 December, 2021
International Journal of Computational Intelligence in Control

3
216



ISSN: 0974-8571 \Vol.11 No. 2 December, 2019

International Journal of Computational Intelligence in Control

DATASET PRE-PROCESSING

Any method of machine learning that involves data pre-processing modifies or encrypts the
input to make it simpler for the computer to parse. In other words, the algorithm is now able
to swiftly recognize the features of the input. The term "dataset” refers to a grouping of data
objects, which can also be called "records,” "points,” "vectors,” "patterns,” “occurrences,"”
"instances,” "samples,” "observations,” or “entities."A number of features that define data
items can capture the fundamental characteristics of an entity, such as its mass or the precise
instant at which an event occurred. The terms variables, characteristics, fields, attributes, or
dimensions are frequently used to refer to feature. There are several The provided dataset
contains a large number of features, and we will use the Feature Selection for Phishing
dataset to only select the top features from the dataset. Due to the size of the datasets
involved in malware detection and intrusion detection, data processing will be delayed. As a
result, feature scaling is used to convert the dataset's values.

PHISHING DETECTION

Once data processing and feature selection are complete, To test and train the top features
using five different types of algorithms, we take 75% of the dataset for training and 25% for
testing. Algorithms generate and store accuracy and standard values.

INTRUSION & MALWARE DETECTION

Datasets are modified so that the values range from 0 to 1 due to the size of the datasets
needed to detect intrusions and viruses. The Feature Scaling technique is used to accomplish
this. Using 25% of the dataset for testing and 75% for training, the training and testing
processes will start once the values have been converted. According to Figure 3, each of the
five algorithms generates and stores accuracy and metric values.

VOTING CLASSIFIER
Testing is done using datasets using five different models and compared hard and soft voting
based on probabilities.
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4) FUTURE SCOPE AND CONCLUSION

Cybercrime techniques such as phishing, malware, and intrusions use online services to
steal people's personal information. To give the algorithm the best accuracy, the system uses
phishing websites, malware detection, and the KDD dataset while applying several
categorization techniques. Unsupervised machine learning algorithms identify cyber-attacks
more effectively than supervised machine learning algorithms, so in the future we hope to use
them to design and host websites.

REFERENCES
1) [1] Somaiya Vidyaviharet.all,Phishing Website Detection using Machine Learning,lJCA, Volume

181-No.23,0ctober 2018.

2) [2] Sadeh N, Tomasic A, Fette I. Learning to detect phishing emails. Proceedings of thel6th
international conference on World Wide Web. 2007: p. 649-656

3) [3] AndrBergholz, Gerhard Paa, Frank Reichartz, Siehyun Strobel, and SchloBirlinghoven.
Improved phishing detection usingmodel-based features. In FifthConference on Email and Anti-
Spam, CEAS, 2008

4) [4] UCI Machine Learning Repository.” http://archive.ics.uci.edu/ml/, 2012.

5) [5] H. A. Chipman, E. |. George, and R. E. McCulloch.BART: Bayesian AdditiveRegression Trees.
Journal of the Royal Statistical Society, 2006. Ser.B,Revised.

6) [6] S. Nawafleh, W. Hadi (2012). Multi-class associative classification to predictingphishing
websites. International Journal of AcademicResearch Part A; 2012;4(6),302-306). Clerk Maxwell,
A Treatise on Electricity and Magnetism, 3rd ed., vol. 2.0xford: Clarendon, 1892, pp.68—73.

7) [7] P. Tiwari, R. Singh International Journal of Engineering Research & Technology(lJERT) ISSN:
2278-0181Vol. 4 Issue 12, December-2015.

Copyrights @Muk Publications Vol. 13 No.2 December, 2021

International Journal of Computational Intelligence in Control

223



ISSN: 0974-8571 \Vol.11 No. 2 December, 2019

International Journal of Computational Intelligence in Control

8) [8] J. P. Marques de Sa. Pattern Recognition: Concepts,Methods and Applications.Springer,
2001.

9) [9] D. Michie, D. J. Spiegelhalter, and C. C. Taylor. Machine Learning, Neural
andStatisticalClassi_cation. Ellis Horwood, 1994.

10) [10] L. Breiman. Random forests. Machine Learning,45(1):5{32, October2001

11) [11] Mrs. Sayantani Ghosh, Mr. Sudipta Roy, Prof. Samir K.Bandyopadhyay, “A tutorial review on
Text Mining Algorithms”.

12) D. R. Harp and B. Gregory-Brown, IT/OT convergence: Bridging the divide, Atlanta, GA, USA,
2016.

13) E. D. Knapp and R. Samani, Applied Cyber Security and the Smart Grid: Implementing Security
Controls Into the Modern Power Infrastructure, Amsterdam, The Netherlands:Syngress, 2013.

14) R. M. Lee, M. J. Assante and T. Conway, Analysis of the Cyber Attack on the Ukrainian Power
Grid Defense Use Case, Washington, DC, USA, Mar. 2016.

15) J. Slowik, Anatomy of an attack: Detecting and defeating CRASHOVERRIDE, Hanover, MD, USA,
Oct. 2018.

16) "Cyber threat and vulnerability analysis of the U.S. electric sector", Jun. 2017.

17) K. P. Brand, V. Lohmann and W. Wimmer, Substation Automation Handbook, Bremgarten,
Switzerland:Utility Autom. Consulting Lohmann, 2003.

18) "Communication networks and systems for power utility automation —Part 90-4: Network
engineering guidelines", Aug. 2013, [online] Available: http://webstore.iec.ch/.

19) IEEE, C37.240-2014, "Cyber Security Requirements for Substation Automation, Protection and
Control Systems", 2014.

20) P. Ackerman, Industrial Cybersecurity: Efficiently Secure Critical Infrastructure Systems,
Birmingham, U.K.:Packt, 2017.

21) S. Ward et al., "Cybersecurity issues for protective relays; c1 working group members of power
system relaying committee", Proc. IEEE Power Eng. Soc. Gen. Meet., pp. 1-8, Jun. 2007.

22) Z. Basnight, J. Butts, J. Lopez and T. Dube, "Firmware modification attacks on programmable
logic controllers", Int. J. Critical Infrastruct. Protect., vol. 6, no. 2, pp. 76-84, 2013.

23) R. Langner, "Stuxnet: Dissecting acyberwarfare weapon", IEEE Security Privacy, vol. 9, no. 3, pp.
49-51, May/Jun. 2011.

24) K. Stouffer, J. Falco and K. Scarfone, Guide to Industrial Control Systems (ICS) Security,
Gaithersburg, MD, USA, 2015.

25) E. Smith, S. Corzine, D. Racey, D. Patrick, H. Colin and J. Weiss, "Going beyond cybersecurity
compliance: What power and utility companies really need to consider", IEEE Power Energy
Mag., vol. 14, no. 5, pp. 48-56, Sep./Oct. 2016.

26) P Ramprakash, M Sakthivadivel, N Krishnaraj, J Ramprasath. "Host-based Intrusion Detection
System using Sequence of System Calls” International Journal of Engineering and Management
Research, Vandana Publications, Volume 4, Issue 2, 241-247, 2014

27) N Krishnaraj, SSmys.” A multihoming ACO-MDV routing for maximum power efficiency in an loT
environment” Wireless Personal Communications 109 (1), 243-256, 2019.

Copyrights @Muk Publications Vol. 13 No.2 December, 2021
International Journal of Computational Intelligence in Control

11
224


http://webstore.iec.ch/

ISSN: 0974-8571 \Vol.11 No. 2 December, 2019

International Journal of Computational Intelligence in Control

28) N Krishnaraj, R Bhuvanesh Kumar, D Rajeshwar, T Sanjay Kumar, Implementation of energy
aware modified distance vector routing protocol for energy efficiency in wireless sensor
networks, 2020 International Conference on Inventive Computation Technologies (ICICT),201-
204

29) Ibrahim, S. Jafar Ali,and M. Thangamani. "Enhanced singularvalue decomposition for prediction
of drugs and diseases with hepatocellular carcinoma based on multi-source bat algorithm based
random walk." Measurement 141 (2019): 176-183.
https://doi.org/10.1016/j.measurement.2019.02.056

30) Ibrahim, JafarAliS., S. Rajasekar, Varsha, M. Karunakaran, K. Kasirajan, Kalyan NS Chakravarthy,
V.Kumar, andK. J. Kaur. "Recentadvancesin performance and effect of Zrdoping with ZnO thin
film sensor in ammonia vapour sensing." GLOBAL NEST JOURNAL 23, no. 4 (2021): 526-531.
https://doi.org/10.30955/gnj.004020, https://journal.gnest.org/publication/gnest_04020

31) N.S. Kalyan Chakravarthy, B. Karthikeyan, K. Alhaf Malik, D.Bujji Babbu,. K. Nithya S.Jafar Ali
Ibrahim , Survey of Cooperative Routing Algorithms in Wireless Sensor Networks, Journal of
Annals of the Romanian Society for Cell Biology ,5316-5320, 2021

32) Rajmohan, G, Chinnappan, CV, John William, AD, Chandrakrishan Balakrishnan, S, Anand Muthu,
B, Manogaran, G. Revampingland coverage analysis using aerial satellite image mapping. Trans
Emerging Tel Tech. 2021; 32:€3927. https://doi.org/10.1002/ett.3927

33) Vignesh, C.C., Sivaparthipan, C.B., Daniel, J.A. et al. Adjacent Node based Energetic Association
Factor Routing Protocol in Wireless Sensor Networks. Wireless Pers Commun 119, 3255-3270
(2021). https://doi.org/10.1007/s11277-021-08397-0.

34) C ChandruVignesh, S Karthik, Predicting the position of adjacent nodes with QoS in mobile ad

hoc networks, Journal of Multimedia Tools and Applications, Springer US,Vol 79, 8445-
8457,2020

Copyrights @Muk Publications Vol. 13 No.2 December, 2021
International Journal of Computational Intelligence in Control

225



