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ABSTRACT:
Communication
between
different
organisations and within different components of the
organization itself is one of the trending issues nowadays.
Over the past year, it has proven to be essential for many
businesses left short on staff due to COVID-19, and
communications have shifted from face-to-face to calls and
emails. In the corporate world, communication is essential,
and information technology provides our firm with the tools
it needs to communicate quickly and effectively.
Information technology can benefit our company by
allowing for faster communication, electronic storage, and
record protection. Organizations, whether they are
educational institutes or any commercial organization,
contain sensitive data which is meant to be kept confidential
and integrated, depending upon the nature of the data.
Different organisations may include several components,
i.e., educational institutions such as universities consist of
several faculties or departments and administrative
departments, while commercial organisations consist of
many departments. The administrative department can be
far away from the other departments, though the letter
issued can be changed by any harmful person, and data that
is incorporated into the letter can be exploited and attacked.
Keeping these problems in mind, this research was planned
to overcome the above issues of security by using trending
technologies, including blockchain, by designing a secure
model that can be used to solve the confidentiality issues and
integrity issues of communication between different
organisations and inter-organizational communication to
exchange information and data between and in-between
them. In the proposed model, departments and distributed
servers will be connected with each other with the help of
an interface. In the departments, the administrators of
personals will be authenticated and authorized by

credentials and biometrics to keep the data secure. To
communicate, a read/write request will be sent to the server,
and the output of that request will be shown on the
department side. To keep the data secure and untemper
able, it was stored in a blockchain structure. Each block
contained the data and was connected with other blocks.
The proposed model was also validated by calculating
empirical results in which a sample application was
developed and tested three times at Sindh Agriculture
University Tandojam while varying the different scenarios.
The results proved the proposed model to be secure and
easy to use. However, it also increased the confidentiality
and integrity of the data.
Keywords: Blockchain, AI, Secure communication
1. INTRODUCTION
The benefits of information technology are directed towards the
world of business and organizations, allowing them to perform
work in an efficient way and to maximize productivity [1].
People in the industry are searching for new ways to get more
work done quickly, so this should only be possible as
information technology advances. Our organization can profit
from information technology by offering instant
communication, information storage, and data protection [2].
Information technology systems are a collection of advanced
technological devices that assist in the delivery of essential data
to managers who want to use that data to make critical choices
regarding their company's operations. Computer programmes,
which are employed in practically every business scenario, are
referred to as information technology [3]. It is beneficial to
include information technology in our firm because
computerized systems are so widely used. Digital storage
systems are created by information technology to protect our
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industry's valuable records [4]. Customer and customer file
security is vital to any organization's success. Information
Technology (IT) is a set of tools, processes, and procedures
including programming or coding, data transfer, data
processing, retrieval of information, systems analysis and
design, and control systems, as well as supporting equipment
for collecting, analyzing, and presenting data [5].
Students' ability to keep their employment and go to university
is largely dependent on information technology. The corporate
world was transformed with the arrival of computers, and
organisations now use information technology to guarantee that
their departments work efficiently [6]. We could work at home
or even on the road thanks to IT technologies that provide us
with remote access to our company's online platform. Because
we can still get work completed even if we're not in the office,
this availability allows us to boost our performance [7]. In the
corporate world, communication is essential, and information
technology provides our firm with the tools it needs to
communicate quickly and effectively [8]. Our information
technology team can set up the internet. We provide virtual
meeting devices and confidential chat sessions for our
employees so that they can handle business and always interact
effectively [9]. Different organisations may include several
components, i.e., educational institutions such as universities
consist of a number of faculties or departments and
administrative departments, while commercial organisations
consist of many departments. Each department/faculty includes
a number of stakeholders, such as workers, managers,
customers, etc. However, communication between different
organisations and within different components of the
organisation itself is one of the trending issues nowadays.
Organizations, whether they are educational institutes or any
commercial organization, contain sensitive data which is meant
to be kept confidential and integrated, depending upon the
nature of the data. In the case of universities, administrative
departments issue confidential letters to different heads of
departments or teachers. Those letters must be kept confidential
so that no unauthorised person can read them. The
administrative department can be far away from the other
departments, though the letter issued can be changed by any
harmful person, and data that is incorporated into the letter can
be exploited and attacked. Keeping the above problems in mind,
this research is planned to overcome the above issues of
security by using trending technologies, including blockchain.
This research is planned to design a secure model that can be
used to solve the confidentiality issues and integrity issues of
communication between different organisations and interorganizational communication to exchange information and
data between and in-between them.
The AI and blockchain-based secure institutional
communication model will provide a secure platform to share
official and confidential information between different entities
within the department or organization. This model will also
cause an increase in the integrity of the user’s data so that no
third party can change the official information once it is
deployed or shared. This behavior of the model will ultimately
increase the confidentiality and integrity of data between
different organizations, departments, and entities. This research
will also be responsible for bringing Artificial Intelligence and
Blockchain Technologies for secure communication. In this

study, we designed a secure inter-institutional communication
model by using AI and blockchain, incorporated confidentiality
and integrity into the designed model, and validated the
designed secure inter-institutional communication model.
2. LITERATURE REVIEW
2.1 AI and Blockchain Data Security
AI improves the security of blockchain-based security solutions
by allowing users to manage their data more quickly and
ensuring that the data and models generated from it are more
dependable, fair, and trustworthy [10]. Through decentralised
identification and other privacy features, blockchain and
distributed ledger technologies offer innovative potential for
securing customer data. These systems can provide consumers
more control over their data by providing tools that allow them
to own and govern it. Artificial intelligence expands the range
of possibilities for systems and customer security, data
enrichment, and superior analysis methods [11]. Blockchain
and Artificial Intelligence technologies are rapidly growing,
allowing for new ways to share and combine data that were
previously unthinkable. Simultaneously, technological
improvements open up new possibilities for the ethical use of
data [12]. When personal data is shared, it poses a quandary for
both businesses and individuals because it can provide major
benefits while also providing significant risks and costs to both
the individual and the organisations with which personal data is
shared [13]. Blockchain enables new mechanisms for data
transmission that respect individual privacy and give people
control over their own data, such as decentralized identity and
zero knowledge evidence [13].
In the last few years, in the scientific community, artificial
intelligence and blockchain-based technologies have gained a
strong reputation. Massive volumes of data can now be
processed by AI, while blockchain provides for decentralized
and secure data access [15]. Universities must digitize in order
to enhance and improve their services and make them more
accessible to beneficiaries [16]. Universities may become more
productive, efficient, adaptable, and comfortable by
implementing new technologies [17]. The concept of a smart
university, which represents higher education in the digital age,
has substantially intensified these considerations, and in our
era, blockchain is one of the most rapidly expanding
technologies [18].
2.2 AI Enhances Blockchain Security
The potential of blockchain technology to handle problems like
double spend, consent, data integrity, transactional trust,
identity, and overall information security appears to be driving
its revolution and evolution [19]. The substance of what is
recorded on the ledger, the procedure used to obtain consensus,
and the degree to which the ledger is permissioned will all
influence the design of such blockchain applications [20].
Because blockchain enables openness and accountability over
which users' data is accessible, when, and under what, it can
incentivize data sharing [21]. As blockchain gives control of
data to users, people will have more faith in sharing data and
understanding that their data will be used responsibly to enable
better personalization or for other good causes [22]. Blockchain
is not just the kind of internet support based on distributed
statements, except with a different supply from the equipment
connection system. In general, blockchain is a distributed
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system of machines (blocks) that is managed to track the origin
of knowledge distribution [23]. Every block keeps some safety
and precision in the data by containing a full collection of
records of earlier activities [24]. While a new node is acting as
designed through a worker, that is the primary unit proving
every activity in the node plus completing a numerical query
and producing a digital stamp for the nodes, which join a predefined operation that applies the hash function [25]. The newly
generated block directions are transmitted over all of the
blockchain channels, enabling each block to similarly control
the full record [26]. One of the most essential features for a
blockchain is to perform high-efficiency traceability in some
fields, such as food supply and educational services that involve
superior smart context-aware services and applications for
university learners and staff. High-efficient traceability has
been used to allow blockchain members to obtain decisions and
correlative outlines quickly and adaptably. High-efficient
traceability combined with smart things can assist companies
with reaching their educational achievements through further
adaptability and at lower costs [27]. Data provenance can
operate with smart devices as a variety of records and proof of
experience for the following devices and methods of action,
such as enhancing the instruction, education, and assessment
processes included in smart universities and fostering analysis
and discovery. The data provenance could be performed by
preparing information; for example, all members’ actions and
environmental knowledge stream, obtained via smart sensors
[28]. The application of smart devices and IoT for tracking data
origins in the blockchain system means knowledge of the
processes’ secure strength, particularly in evaluating learners
for instructional certificate security protection. IoT can be used
in conjunction with existing adult data provenance security
practices, such as implementing its hash/signature chain
structure for integrity strength and entrance check procedures
for confidentiality protection, as well as determining those
safety issues that arise with smart things for performing other
valuable administrative actions [29].
The absence of intrinsic security in system forecasts is now
preventing AI-powered intelligent systems from being used in
the actual world [30]. Blockchain is a well-known technology
that can assist in addressing the security concerns that AI
applications raise. Both of these technologies are
complementary in that Blockchain can assist AI in overcoming
its shortcomings, and AI can assist Blockchain in performing
better [31]. Many studies on the use of Blockchains to secure
intelligent applications in a variety of vital sectors, including
medicine, finance, industry, administration, and defence, are
now underway. However, there is a paucity of thorough
research in this sector that may provide an overview of current
research activities in using Blockchains to protect and improve
the resilience of Artificial Intelligence-based systems [32].
Through statistical and literary analysis, this study investigates
how Blockchain serves as a support system for AI-based
systems. Blockchain technology is a new internet and digital
world trend that offers high degrees of security. The available
security measures are based on centralized servers/systems. In
this arrangement, single points of failure, exposure to security
issues, and the need for third-party suppliers are all negatives
[2]. Blockchain technology, on the other hand, is a

decentralized system in which no third parties can be trusted
and confidence is built among the network's nodes. Bitcoin,
Ether, and Ripple were the first cryptocurrencies to use
blockchain technology [33] developed technology. After
learning about the key capabilities of Blockchain technology,
many researchers came up with the idea of applying it to various
industrial applications such as voting, healthcare, finance, and
supplier management to meet the integrity, accessibility, and
confidentiality requirements without the involvement of a
centralized authority [34].
3. RESEARCH METHODOLOGY
This research was divided into three phases. In the first phase,
a secure inter-communicational model was designed, which
was further validated by developing a desktop application and
testing it in the Sindh Agriculture University Tandojam. In the
last phase, security parameters were incorporated and tested in
order to make the application more and more secure.

Figure 3.1: Overall Research Methodology
3.1 DESIGNING THE INTER-INSTITUTIONAL
COMMUNICATION MODEL
Figure 3.2 represents the designed or proposed model for
secure inter-institutional communication model.
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Figure 3.2: Proposed Model for Secure Inter-Institutional
Communication
With the help of an interface, departments and distributed
servers will relate to each other. In the departments, the
administrators of personals will be authenticated and authorized
by credentials and biometrics to keep the data secure. After
authentication and authorization, to communicate, a read or
write request will be sent to the server and the output of that
request will be shown on the department side. To keep the data
secure and un-temperable data will be stored in a blockchain on
the distributed server. Each block will contain the data and will
be connected to other blocks.
A blockchain is considered a special type of database in which
data is stored in blocks. Each block is connected to its next and
previous block, forming a chain. In contrast, blockchain is
decentralized, though in the designed model, different
decentralized and distributed servers will be used. In our case,
different clouds will be used as those distributed servers. A
common interface will also be designed to get access to those
servers. This interface will be used as an intermediator between
the department and those distributed servers. Since a university
may consist of different faculties, each faculty may include
several departments. Each department will use an interface to
get access to distributed servers. To communicate between
different departments, each department will have to send and
receive requests. The request will contain the data and other
necessary information. That request will be sent to distributed
servers with the help of an interface designed. The flow of
communication between departments, interfaces, and different
distributed servers is depicted in figure 3.3.

Figure 3.3: Flow of communication in the proposed model
3.2 VALIDATING THE DESIGNED FRAMEWORK
To validate the designed framework, a smart application was
developed using the Python programming language. This
application was compatible with Microsoft Windows and could
run on any version of Microsoft Windows. The designed
application was further tested through different evaluations, i.e.,
3 tests were conducted at Sindh Agriculture University
Tandojam during the months of July and August 2021. For
designing and developing applications, the following tools and
techniques are used.
1) Hardware
The physical components that a computer system requires to
function are known as computer hardware. It includes the
motherboard, graphics card, CPU (Central Processing Unit),
ventilation fans, webcam, power supply, and other circuit board
components that operate within a PC or laptop. In our
developed system, a desktop computer or laptop was used to
validate and authorize the user to exchange information in the
inter-institutional communication application.
2) Software
Hardware is frequently controlled by a platform, which is
known as software. It contains a collection of data and
instructions that are divided into two categories: Before the user
can use the operating system (Windows XP), System Software
needs to check all hardware such as the printer, mouse,
keyboard, monitor, and hard drive DVD drive. The software
that integrates the hardware and the user via graphical interfaces
is known as operating system software. It has a set of non-task
special tasks that assist the user in controlling, managing, and
integrating individual hardware. Application software is a type
of software that aids in the completion of specific tasks. It could
contain a single programme or a collection of programmes.
System software includes things like Windows, UNIX, LINUX,
and OS X, while application software includes things like
image viewers, text and spreadsheet editors, video and audio
players, and so on. Application Software that allows a user to
meet their needs, e.g., Building CVs are a term used to describe
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the process of creating a curriculum vitae. Presentations
(PowerPoint) Budgeting and forecasting in Excel Database
access We are going to post free system solutions so researchers
can try to discover our assignment writing services and get an
overview of the quality of work. Components of a Computer
System are given by the industry's topmost qualified writers
with the assurance of excellent marks. In our developed system,
the Microsoft Windows operating system was used.
3.3 APPLICATION TESTING
An empirical study was conducted at Sindh Agriculture
University Tandojam, in which the developed application was
tested through 3 different evaluations. In each of the
evaluations, the application was opened and (Figure 3.4) a login
screen was shown. When the unauthentic credentials were
provided, the application did not proceed.

Figure 3.6: Facial Detection. When a face was not
recognized, a message was displayed on the screen of a
developed inter-institutional communication application.
The use of more than one authentication is to secure the interinstitutional
communication
system.
However,
the
authentication process like face recognition and detection is
required every time the application is re-opened. Once the
authentication process is completed, the home page of the interinstitutional communication application is opened (Figure 3.7).

Figure 3.4: The login screen for an inter-institutional
communication application that has been developed

Figure 3.5: Login Screen of a developed inter-institutional
communication application showing an error message
First, when the application window was opened, it asked for
the registered email and password. When the username and
password were matched with the registered person, biometric
authentication came into place. Once the face detection window
was opened for face detection and recognition, that person had
to place his or her face in front of the camera so that the
application could recognize his or her face for login. If in Figure
3.6, if the person is not officially authorized by the system, then
the failure notification will occur. However, if the registered
person’s face has been recognized and detected, then it has
successfully logged in and may proceed to the home page.

Figure 3.7: Facial Detection. Screenshot of a developed interinstitutional communication application displaying a success
message after a successful face recognition.
When the home page of the inter-institutional communication
application is opened, it shows the many notifications along
with date, department, and subject from the administration side
and from the department side (Figure 3.8). There are also many
options which show the profile of registered people who are
using the application through their registered email. After that,
there is an issue notification option in which notification is
issued to the departments or administration side. After that, the
view notification option is used when viewing any notification
that comes from the department side or administration side.
After that, the log out option is used for registered people who
logged into the application. By using this option, the registered
person is automatically logged out from the application and the
login window appears again for re-login.
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Figure 3.8: The home screen of an inter-institutional
communication application that has been developed.
When the issue notification option is selected, then the issue
notification window is opened on screen and shows many
options for issue notification. First select the to option to enter
the notification reciever’s designation and then select the
department box where you have to send the notification in
which department. The selection of department is completed,
then the outward box is selected to enter the outward number
for the notification. After that, the date box is selected, when
the date is entered successfully, tick the checkbuttons which
show in the CC box where you have to send the copy of that
notification (Figure 3.9).

Figure 3.10: Issuing Notification in a developed interinstitutional communication application

Figure 3.11: success message shown when notification is
issued in a developed, inter-institutional communication
application

Figure 3.9: Issue Notification Option Screen of developed
inter-institutional communication application.
In the subject box (Figure 3.10), the notification’s outline is
entered in the subject box, which is shown on the main window
where all notifications are shown with their date and
department. After the subject box, in the description box, the
details of the notification are entered. When the notification is
selected, all the details which are given in the description are
shown on the view screen with the date and its outward number.
When all options are completely selected and correctly filled,
then the notification is successfully issued (Figure 3.11).

Figure 3.12: Failure message displayed when a notification is
issued in an inter-institutional communication application that
has been developed.
In (Figure 3.12), when the notification’s outward is the same
as the older one, it is issued an error. Notification with the same
outward will not proceed further.
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consisted of the data (notification), timestamps (the time at
which data was stored in the block), previous hash (hash value
of the previous block), current hash (hash value of the current
block) (Figure 3.15).

Figure 3.13: A list of notifications from the developed interinstitutional communication application is shown.

Figure 3.15: Blockchain diagram for proposed interinstitutional communication model.
4 RESULTS
The empirical results of inter-institutional communication were
evaluated by two different tests, which were conducted at Sindh
Agriculture University Tandojam, at different times and dates.
The results are as follows:
4.1 RESULTS OF 1st TEST
In the first test of the inter- Institutional communication
application, which was conducted in the first week of July 2021,
6 faculties were invited, from which 2 of the could not
participate because of their busy schedule and remaining the 4department participated (Table 4.1).
Table 4. 1: Participants of 1st test of inter-institutional
communication application.

Figure 3.14: Sample Notification Issued in Inter-Institutional
Communication Application.
In Figure 3.13, when we select a notification from the home
page to view the notification, we select the notification, press
the view notification button, and the notification will proceed
and open the view notification window. In (Figure 3.14), the
notification window is opened and all the details of the
notification, along with the date, outward and all the description
that were entered during the issue notification process, can be
viewed clearly.
3.4 STRUCTURE OF THE BLOCKCHAIN
To keep the integrity and security of communication, the data
was stored in the blockchain structure. Here, in our case, all the
notifications were stored in the blockchain structure. Each
notification was stored in a different block, and all the blocks
were connected with their next and previous blocks. Each block

S.
No

Name of The Department User of the department
/Faculty

1

ITC

Co-Ordinator

2

ADMINISTRATION

Registrar

3

FCPT

Dean

4

ITC

Director

Since there were 4 departments participate, each of which
included different stakeholders. In the Faculty of Crop
Protection, Coordinator of the faculty was using the application
however for Faculty of agriculture Engineering, Chairman of
the department of the Farm Power Machineries was using. For
the ITC and FCPD, Undergraduate Coordinators were using the
application. For the testing purpose coordinator of ITC issues 2
notifications to the administration and 1 notification for general
purposed which were visible to everyone. Faculty of
agricultural engineering issued total of 4 notifications among
which 2 of those were issued to ITC and remaining two were
for everyone. (Figure 4.1)
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S. No Name of the Department User
of
/Faculty
department
1

FAE

Co-Ordinator

2

IFST

Co-Ordinator

3

ITC

Co-Ordinator

4

ADMINISTRATION

Registrar

5

FCPD

Co-Ordinator

the Table 4.2. This test was supposed to be criticaltest because
the main motive of the test was to detect and recognize the
Fraud and unauthenticity. In this test the different users were
asked to use the application despite of its registered
stakeholders
Table 4. 2: Participants of 2nd test of inter-institutional
communication application
Since the 5 users were using the application but only 4 of them
were successfully authenticated and authorized and 1 of them
was failed in facial authentication and recognition and he/she
could not use the application and our system successfully
proved to be secure (Figure 4.3)

the

Facial Detection
and Recognition
1

4
Figure 4.1: Notifications issued in the 1st test of the interinstitutional communication application.
In the first test, a total of 13 notifications were issued by all
participating departments and faculties, i.e., the Information
Technology Centre, the Faculty of Agricultural Engineering,
the Faculty of Crop Protection, and the Administration. Since
the data was stored in the blockchain structure in order to make
the data integrated and secure, a total of 14 blocks were created.
The first block was the genesis block, which is always the first
block of every blockchain. These 14 blocks were connected
with their next and previous blocks (Figure 4.2).

Figure 4. 2: Blockchain structure formed during the 1st test of
inter-institutional communication application.
4.2 RESULTS OF 2nd TEST
The 2nd test of the intern-institutional communication
application was conducted in the last week of July 2021, 5
faculties were invited and all of the 5-department
participated, listof the departments faculties can be seen in

Facial
Recogniz

Facial
Recognition

Figure 4.3: Ratio of biometric recognition and failure entities
during 1st test of inter-institutional communication application
Since there were 5 users of departments/faculties participated,
each of which included different stakeholders. In the Faculty of
Crop Production, Coordinator of the faculty was using the
application, for Department of Information Technology Center,
Co-Ordinator of the department was using. For the
Administration, Registrar was using the application. In the
Faculty of Agriculture Engineering, Coordinator of the faculty
was using the application however for Department of Food and
Science Technology, Co-Ordinator of the department was using
the inter-institutional communication application. For the
testing purpose Co-Ordinator of Information Technology
Center issues 4 notifications to the administration and 2
notifications for general purpose which were visible to
everyone. The Coordinator of Faculty of Agriculture
Engineering was issued total of 4 notifications among which 2
of those were issued to Information Technology Center and 1
of them issued to administration and remaining 1 were for
everyone. The Administration was issued total 2 notifications
for general purpose which were visible to everyone. The CoOrdinator of Department of Crop Production was issued total 2
notifications 1 of them issued to administration and remaining
1 were for everyone and the user of last department i.e. Institute
of Food science and technology, which was failed in Facial
detection and recognition, could not issue or read the
notification because his/her portal could not be opened Figure
4.4.
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Figure 4.4: Notifications issued in the 2nd test of interinstitutional communicationapplication.
In the Second test total of 14 notifications were issued by all
participating
departments/faculties
i.e.,
Information
Technology Centre, Institute of Food science and technology,
Faculty of Agricultural Engineering, Faculty of Crop
Production, and the Administration. Since the data was stored
in the blockchain structure in order to make the data integrated
and secure, total of 15 blocks were created, first block was
genesis block which is always the first block of every
blockchain, these all 15 blocks were connected with its next and
previous block (Figure 4.5).

Figure 4. 5: Blockchain structure formed during the 2nd test
of inter-institutionalcommunication application.
5. CONCLUSION
This research concluded that Artificial Intelligence and
Blockchain technologies were used to share official information
by designing a secure inter-institutional model that was
validated through empirical results in which two tests were
conducted. Each of the tests consisted of a different number of
entities and different scenarios. This model proved to be a
secure model, which caused an increase in the confidentiality
and integrity of official information.
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